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2	2	¢Ã​Â​ÂMultiprotocol¢Ã​Â​Â	refers	to	a	traffic	profile	consisting	primarily	of	TCP-based	protocols	and	applications	like	HTTP,	SMTP,	FTP,	IMAPv4,	BitTorrent,	and	DNS.	Scalability	and	availability	Multi-instance	functionality	lets	you	create	independent,	logical	firewalls	for	deployment	flexibility	and	resource	optimization.	Performance	is	subject	to
change	with	new	software	releases.	Industry-leading	visibility	provides	rapid	detection	and	protection	for	Cisco	customers	against	known	and	emerging	threats.	We	can	help	you	reduce	the	total	cost	of	ownership,	conserve	capital,	and	accelerate	growth.	Hardware	specifications	Table	3.​Ã	​Ã	​Ã	​Ã	​Ã	​Ã	​Ã	Cisco	Firepower	4100	Series	hardware
specifications	Features	4110	4112	4115	4125	4145	Dimensions	(H	x	W	x	D)	1.75	x	16.89	x	29.7	in.	Block	DDoS	attacks	with	integrated	enterprise	grade	Radware	Virtual	DefensePro	(vDP).	They	deliver	superior	threat	defense,	at	faster	speeds,	with	a	smaller	footprint.	Learn​Ã	more.	Consult	your	Cisco	representative	for	detailed	sizing	guidance.
Integrated	threat	correlation	with	Cisco	Secure	Endpoint	is	also	optionally	available	Cisco	Malware	Analytics	sandboxing	Available	URL	filtering:	number	of	categories	More	than	80	URL	filtering:	number	of	URLs	categorized	More	than	280	million	Automated	threat	feed	and	IPS	signature	updates	Yes:	Class-leading	Collective	Security	Intelligence
(CSI)	from	the	Cisco	Talos	Group	(	Third-party	and	open-source	ecosystem	Open	API	for	integrations	with	third-party	products;	Snort​Ã®Â	and	OpenAppID	community	resources	for	new	and	specific	threats	High	availability	and	clustering	Active/active,	Active/standby.	Cisco	Firepower	4100	Series	supports	flow-offloading,	programmatic	orchestration,
and	the	management	of	security	services	with	RESTful	APIs.	Network	Equipment	Building	Standards	(NEBS)-compliance	is	supported	by	the	Cisco	Firepower	4125	platform.	Model	overview	.sPI	eruceS	ocsiC	ecnegilletnI	ecnegilletnI	SND	y	LRU	,PI	noc	,ocsiC	ed	dadiruges	ed	aicnegiletni	ed	radn¡Ãtse	radn¡ÃtsE	senoicacilpa	ed	serotceteD	,etneuF
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sol	etnemavisap	ratceted	Available;	enables	detection,	blocking,	tracking,	analysis,	and	containment	of	targeted	and	persistent	malware,	addressing	the	attack	continuum	both	during	and	after	attacks.	Unified	management	and	integrated	solutions	Enjoy	unified	management	with	Cisco	Defense	Orchestrator	along	with	integration	across	Cisco¢Ã​Â​Âs
broad	portfolio	including	Application	Visibility	and	Control,	NGIPS,	Advanced	Malware	Protection,	Identity	Services	Engine,	and	Cisco	Threat	Response.	High-performance	security	Quickly	inspect	TLS	encrypted	web	traffic	via	hardware	acceleration.	Table	2.​Ã	Â​Ã	Â​Ã	Â​Ã	Â​Ã	Â​Ã	Â​Ã	Â	ASA	Performance	and	capabilities	on	Firepower	4100	appliances
Features	4110	4112	4115	4125	4145	Stateful	inspection	firewall	throughput1	35	Gbps	40	Gbps	80	Gbps	80	Gbps	80	Gbps	Stateful	inspection	firewall	throughput	(multiprotocol)2	15	Gbps	30	Gbps	40	Gbps	45	Gbps	50	Gbps	Concurrent	firewall	connections	10	million	10	million	15	million	25	million	40	million	Firewall	latency	(UDP	64B	microseconds)
3.5	3.5	3.5	3.5	3.5	New	connections	per	second	150,000	400,000	848K	1.1	million	1.5	million	IPsec	VPN	throughput	(450B	UDP	L2L	test)	8	Gbps	9	Gbps	15	Gbps	19	Gbps	23	Gbps	Maximum	VPN	Peers	10,000	10,000	15,000	20,000	20,000	Security	contexts	(included;	maximum)	10;	250	10;	250	10;	250	10;	250	10;	250	High	availability	Active/active
and	active/standby	Clustering	Up	to	16	appliances	Scalability	VPN	Load	Balancing,	Firewall	Clustering	Centralized	management	Centralized	configuration,	logging,	monitoring,	and	reporting	are	performed	by	Cisco	Security	Manager	or	alternatively	in	the	cloud	with	Cisco	Defense	Orchestrator	Adaptive	Security	Device	Manager	Web-based,	local
management	for	small-scale	deployments	1	Throughput	measured	with	1500B	User	Datagram	Protocol	(UDP)	traffic	measured	under	ideal	test	conditions.	Detect	and	block	network	intrusions	with	NGIPS,	deploy	scalable	VPN	options,	and	utilize	advanced	URL	filtering.	Devices	can	be	clustered	for	availability	and	performance,	scaling	as	you	grow.
The	4100	Series	platforms	can	run	either	the	Cisco	Secure	Firewall	ASA	or	Cisco	Secure	Firewall	Threat	Defense	(FTD)	software.	In	more	than	100	countries,	our	flexible	payment	solutions	can	help	you	acquire	hardware,	software,	services	and	complementary	third-party	equipment	in	easy,	predictable	payments.	1	Throughput	measured	with	50%
TLS	1.2	traffic	with	AES256-SHA	with	RSA	2048B	keys.	Cisco	Firepower	4100	Series	allows	clustering	of	up	to	6	chassis	Cisco	Trust	Anchor	Technologies	Firepower	4100	Series	platforms	include	Trust	Anchor	Technologies	for	supply	chain	and	software	image	assurance	Note:​Ã	Â	​Ã	Â​Ã	Â​Ã	Â	Performance	will	vary	depending	on	features	activated,	and
network	traffic	protocol	mix,	and	packet	size	characteristics.	Cisco	Talos,	the	largest	threat	intelligence	team	in	the	world,	is	comprised	of	world-class	researchers	and	engineers.	A	simplified	platform	experience	Connect	Cisco¢Ã​Â​Âs	integrated	security	portfolio	to	your	existing	infrastructure	with	Cisco	SecureX	and	gain	a	consistent	experience	that
unifies	visibility,	enables	automation,	and	strengthens	your	security	across	network,	endpoints,	cloud,	and	applications.	Single/dual	950W	DC	optional1,	2	Single	1100W	AC,	dual	optional.	Deep	visibility	and	threat	prioritization	Automated	risk	ranking	and	impact	flags	are	provided	by	our	deep	visibility	into	your	environment	and	applications,
reducing	event	volume	so	you	can	quickly	prioritize	threats	and	take	action.	Learn	more	Single/dual	950W	DC	optional1,	2	Dual	1100W	AC1	Dual	1100W	AC1	AC	input	voltage	100	to	240V	AC	AC	maximum	input	current	13A	AC	maximum	output	power	1100W	AC	frequency	50	to	60	Hz	AC	efficiency	>92%	at	50%	load	DC	input	voltage	-40V	to	-60VDC
DC	maximum	input	current	27A	DC	maximum	output	power	950W	DC	efficiency	>92.5%	at	50%	load	Redundancy	1+1	Fans	6	hot-swappable	fans	Noise	Typical	63	dBA,	max	is	74	dBA	Rack	mountable	Yes,	mount	)ERBMALA	A	OLLAF(	WTF	WTF	REBIF	XS	spbG	1	sotreup	6	ed	BG	1	ed	erboc	ed	BG	1	ed	seraluger	sotreup	omoc	rasu	nedeup	es	WTF	sol
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OLLAF	ED	OLLAF(	WTF	LBIF	der	ed	olud³ÃM	​Ã	-​Ã	der	ed	olud³ÃM	)ERBMALA	ED	OLLAF(	WTF	REBIF	RS	SPBG01	TROP-6	​Ã	-	​Ã	der	ed	interfaces;	Up	to	8	x	40	Interfaces	Gigabit	Ethernet	(QSFP	+)	with	2	network	modules;	Ports	up	to	24	x	1	Gigabit	Ethernet	(SFP)	with	network	modules	and	fixed	ports	Integrated	network	administration	ports	1
Gigabit	Ethernet	supports	SFPS	1-G	serial	port	or	SFPS	serial	port	1	x	RJ-45	Console	USB	1	x	USB	2.0	Storage	200	GB	400	GB	400	GB	800	GB	800	GB	Sources	of	power	Single	1100W	AC,	dual	optional	dual.	Table	4.	"Cisco	Firepower	4100	Series	NebS,	Regulatory,	Safety	and	EMC	Compliance	Specification	Description	Regulatory	Compliance
Products	comply	with	CE	brands	by	Directives	2004/108	/	EC	and	2006/108	/	EC	Security.	CAN	/	CSA-C22.2	No.	60950-1	EMC:	Emissions	Ã,	47CF	Part	15	(CFR	47)	Class	A	(Class	A)	(FCC	Class	A)	EMC:	Immunity	Ã	¢	-	EN-61000-	4-2,	on-	61000-4-3,	EN-61000-4-4,	EN-61000-4-5,	EN-61000-4-6,	EN-61000-4-8,	EN61000-4-11	Solutions	Flexible	payment
of	Cisco	Capital	To	help	you	achieve	your	Cisco	Capital	objectives	facilitates	that	the	correct	technology	achieve	your	goals,	enable	business	transformation	and	help	you	stay	competitive.	Your	performance	range	addresses	the	data	center	and	cases	of	use	of	the	edge	of	Internet.	Cisco	FirePower	4100	Series	Electrodomess	The	Cisco	Firepower	4100
series	is	a	family	of	seven	NGFW	security	platforms	focused	on	the	threat.	Share	Intelligence,	Context	and	Polls	of	P	Olétics	in	Cisco	Safety	Solutions.	Solutions.	

20/08/2021	·	Cisco	Firepower	4100	Series	appliances.	The	Cisco	Firepower	4100	Series	is	a	family	of	seven	threat-focused	NGFW	security	platforms.	Their	throughput	range	addresses	data	center	and	internet	edge	use	cases.	They	deliver	superior	threat	defense,	at	faster	speeds,	with	a	smaller	footprint.	28/07/2021	·	Cisco	Firepower	2100	Series
appliances.	The	Cisco	Firepower	2100	Series	is	a	family	of	four	threat-focused	security	platforms	that	deliver	business	resiliency	and	superior	threat	defense.	They	offers	exceptional	sustained	performance	when	advanced	threat	functions	are	…	23/03/2022	·	The	Cisco	Firepower	4100	series	security	appliance	is	a	standalone	modular	security	services
platform.	It	is	capable	of	running	multiple	security	services	simultaneously	and	so	is	targeted	at	the	data	center	as	a	multiservice	platform.	The	series	includes	the	Firepower	4110,	4120,	4140,	and	4150.	Data	Sheets.	Learn	product	details	such	as	features	and	benefits,	as	well	as	hardware	and	software	specifications.	Cisco	Firepower	4100	Series
Data	Sheet	20/Aug/2021.	Cisco	Secure	Firewall.	Threat	Defense	Virtual	(formerly	FTDv/NGFWv)	Data	Sheet.	Cisco	Adaptive	Security	Virtual	Appliance	(ASAv)	Data	Sheet.
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